Dos and Don’ts of Data Protection for School Employees

Information Security

Special Category Data
Details about:

Sex life

Race or ethnicity

Religion and philosophical beliefs
Mental or physical health
Political views

Trade union membership
Biometric and genetic info

Please note that criminal history information is covered under separate legislation but should
be treated in the same way as special category data.
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Password Security

Cyber Security

Training and Awareness
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Working from Home

Data Breaches
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Retention and Disposal of Records

Do...

e Add an entry to the school’s Destruction Log when disposing of personal data
records.

e Ensure that you regularly review and delete any information you are
responsible for, including on electronic systems, in line with the school’s
Retention Schedule.

e Dispose of personal or special category information securely. Paper files
should be shredded and electronic information must be permanently deleted.

Don't...

e Collect and hold excessive personal information just in case you might need
it. You should comply with statutory retention periods and have an
organisational need to retain the information.

e Keep emails indefinitely. You should ensure emails are regularly deleted too.
Except where there are specific circumstances, emails should normally be
kept for around a year.

Information Requests and Data Subject Rights

Do...

e Remember that Subject Access Requests (SARs) can be made verbally under
the UK GDPR.

e Remember that individuals also have rights to access information under the
Education Regulations (ERR) (if you are a maintained or special school) and
Freedom of Information Act (FOI).

e Report any information requests to the appropriate member of staff straight
away, and assist the staff member who is collating the information.

e Follow your internal policies and procedures for answering requests.

e Ensure that you can easily retrieve information you are responsible for, and
know where it is located.

e Remember that pupils and parents have other rights over their personal
information, including the rights to rectification and right to erasure. If you
receive another rights request, please contact your DPO for advice.

Don't...

e Withhold information from the staff member responding to the request. The
school must disclose the information unless an appropriate exemption
applies, in which case the DPO should be consulted.

e Delete or destroy information in order to avoid having to disclose it to the
requestor.

e Put anything in writing about an individual that you would be embarrassed
for them to see, as all records including emails have the potential to be
disclosed under subject access.
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